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Digital and Cyber Railway Engineering and

Operations Center

Mission: Advancement of Digital and Cyber Issues in
Railway Engineering and Operations

Fundamental Research Applied Research Education
i e Research-Railway e Training of Students and
Algorithms B‘C‘-:Jyg::a Track Engineering Railway Professionals in
el Security « Railway Operations the Area of Digital and
(including ticketing) Cyber Issues
o Safety and Security e Short Courses in Digital
o Blockchain in Railway and Cyber Railway
Operations Issues

e Quantum Information
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Our Objective

Needs:

How to effectively and securely utilize distributed L Eae
data of railway agencies without exposing sensitive . Digital Twins
information? e Cyber Attacks
o safety and security
Data, distributed in a cross-silo setting o performance
Difficulties:

o different data format
\ o difficulties of coordination
e isolated data servers - hard
« Machine Learning to do iterative
——é o Statistical Model communication
o Quantum Information . privacy and security

Processing
concerns
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General Goal

Maximize the benefits of Digital Techniques
and Cyber Issues in Railway Engineering and
Operations, through research, education and

policy working with diverse range of
specialists and partners to facilitate change
that will address appropriate maintenance
techniques, operational efficiency, security
and safety in Railway Engineering and
Operations.




The future of Rail Transportation will be guided by
the Digital and Cyber related issues. Fundamental
changes such as data storage and sharing, data
analysis, supply chain, cyber attacks and physical
attacks will have enormous potential to transform

passenger experience, shipping of goods,
including hazardous materials and major economic
development. Railway Engineering leadership
research will guide this transformation. DCREOC is
the focal point to guide this new era of Railway
Transportation.




Cyber and Physical Attacks

Perceived response to

Equipment
Weaponry
Uniforms
Special vehicles
Data access
Maps and plans
Google Earth

Physical (IED, suicide attack,
explosion on timer)
Cyber (SCADA, computer
operating system)
CBRN (toxic substance, gas)
Facility damage to SPOFs

overseas engagement
Religious motives
Political motives
Solo attacker aggrieved by

Target identification
critical infrastructure
attack technologies
attack methods (explosives,
CBRM, etc.)
IT technologies (cyber)
Terrorist education and
training

social position
Radicalised (young) people

Why?

Logistics Research
Visibility/media focus
Accessibility (hard/soft

Terrorist Attack on target)

LETWEYY
Infrastructure

How? What:

Terrorist capabilities
Impact on economy, social
life, cultural values, national

icons

Surveillance Planning

Photographs/videos
Record security and staff

movement

Record work schedules and
shift changes

Dry run in car and/or foot
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Building/facilities plans
Trusted insider
Identification of SPOFs
Team structure and task

Busy time for maximum
interdependency effect, for
example, peak demand

allocation
Timing evaluation and
rehearsal

Finances and budget

period (within a day, a week, a
season, or a year)
o During a non-related event
« Off-business time (weekend,
public holiday)
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C.yber Pathway and Attack Models
Railway Infrastructure

Human Intrusion
Detection via Signals

> MD

Sensors

Sensing Data (Tracks) l
Data from Positive Train Controls

Cyber Attack Analysis

\

Data Fusion

Positive Train Controls

Information gathering
| cameras

J
Visualization

—

Digital Twins
Deep Learning
Quantum Information

attack detection

¢
Railway Infrastructure Monitoring and

Protection Against Cyber and Physical
Attacks

Computer Vision
ﬁ

object and unusual
scene detection
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e Blockchain applications in track geometry modeling

o Covariate-Shift Generative Adversarial Network
(COGAN) and Railway Track Images Analysis

e Hybrid reduction technique with covariate shift
optimization in high dimensional track geometry

o Approximate Bayesian computation for railway track
geometry parameter estimation

e Theory Guided Track Geometry and Defect modeling
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e Developing a new track quality index using
adaptive methods

e Graphical methods and hazardous materials by
rail tank car

o Performance of pantograph operations

o Future of liquid natural gas by rail tank car
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Capabilities

The center is led by DCREOC at the University of Maryland,
College Park, MD. The University has authoritative programs in
Transportation Engineering, Artificial Intelligence and the home

of over dozen centers in Quantum Computing.

Partners: University of Tsukuba Center for Artificial Intelligence,
Tsukuba, Japan; Railway Engineering Program at Delft University,
Netherlands.



MITRE ATT&CK Framework

On-Going Research



ATT&CK evolved...

Adversarial Tactics, Techniques, and Common Knowledge

Framework for aligning defensive
strategy to the adversary’s playbook
of tactics, techniques and
procedures.



ATT&CK is...

Adversarial Tactics, Techniques, and Common Knowledge

Based on real-world observations of malicious cyber
activity

Knowledge-base of cyber adversary behavior and
relationships

Taxonomy for adversarial actions across the attack
lifecycle



ATT&CK use...

Adversarial Tactics, Techniques, and Common Knowledge

Blueprint for the development of
specific threat models and
methodologies



ATT&CK use...

Adversarial Tactics, Techniques, and Common Knowledge

Model and analyze threats

Assess risk

Plan attack simulations

Evaluate defense

Attack detection, prediction, prevention,

mitigation



ATT&CK Framework...

Adversarial Tactics, Techniques, and Common Knowledge

3 Technology Domains
Platforms
Tactics
Technigues/Sub-techniques
Mitigations
Threat groups

Software

Campaigns



ATT&CK Domains...

Adversarial Tactics, Techniques, and Common Knowledge

3 Technology Domains:
Enterprise — most extensive

Mobile
Industrial Control Systems (ICS)

Represent fundamentally different
system/device types and adversaries

objectives
Each domain is associated with different

tactics, techniques, and procedures (TTPs)



ATT&CK Matrix...

Adversarial Tactics, Techniques, and Common K cnerprise Matrix

Condensed representation of
framework

Updated twice a year - reflects

evolving threat landscape

View C
Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix K
contains information for the following platforms: Windows, macOS, Linux, PRE, Azure AD, Office 365, Google Versio

Workspace, Saas, laaS, Network, Containers.

layout: flat = show sub-techniques  hide sub-techniques
help
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion
Development Escalation

10

Mobile Matrix

Below are the tactics and techniques representing the two MITRE ATT&CK® Matrices for Mobile. The Matrices cover techniques involving device
access and network-based effects that can be used by adversaries without device access. The Matrix contains information for the following

Mechanism g)

View on the ATTACK® Navigatore

Version Permalink

platforms: Android, i0S. )
Evasion
ate/Decode
formation
layout: flat~  show sub-techniques ~ hide sub-techniques  help ntainer
ume Access
or Tenant
Initial Access ~ Execution  Persistence  Privilege DefenseEvasion  Credential  Discovery  Lateral  Collection Commandand Exfiltration Impact Modification (z)
Escalation Access Movement Control —
7 technigues 4technigues  7techniques 3techniques 16 techniques Stechniques  Biechniques  2techniques  13techniques  9techniques  2techniques  10techniques ;[}3 0
. Account Access n for Defense
) ) ) Removal
|CS M atrix View on the ATT&CK® Navigator
o Call Control Directory
Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for ICS. ——— s1ons
ation Over Data Destruction ation 7
Version Permalink annel e —
Data Encrypted for
Impact
Initial Execution Persistence Privilege Evasion Discovery Lateral Collection Command Inhibit Impair ['i‘a i
Access Escalation Movement and Response Process Wanipulation ()
Control Function Control -
12 techniques 10techniques 6 techniques 2techniques 7 techniques  Stechniques 7 techniques 11 techniques 3 techniques 14 techniques Stechniques 121 End\ogt Denial o
EMVIC
Drive-by Autorun Hardcoded Exploitation Change Network Default Adversary-in- Commonly = Activate Firmware  Brute Force D _
Compromise Image Credentials for Operating Connection Credentials  the-Middle Used Port Update Mode 1/0 P Generate Traffic
Privilege Mode Enumeration from Victim
Exploit Public-  Change Modify Escalation Exploitation  Automated Connection  Alarm Modify D
Facing Operating Program Exploitation Network of Remote Collection Proxy Suppression Parameter C Inout Injection
Application Mode Hooking for Evasion Sniffing Services :
Module Data from Standard Block Command Module D Network Denial of
Exploitation Command- Firmware Indicator Remote Hardcoded Information Application  Message Firmware v Qeruing
of Remote Line Removal on System Credentials  Repositories  Layer senice
Services Interface Project File Host Discovery Protocol Block Reporting Spoof L e
Infection Lateral Tool  Data from Message Reporting A SMS Control
External Execution Masquerading | Remote Transfer Local Message
Remote through API System System System Block Serial COM L
Services Firmware Rootkit Information = Program Unauthorized C
Graphical Discovery Download Detect Change Command
Internet User Valid Spoof Operating Credential Message L
Accessible Interface Accounts Reporting Wireless Remote Mode P
Device Message Sniffing Services Data Destruction a
Hooking 1/0 Image
Remote System Binary Valid Denial of Service
Services Modify Proxy Accounts Monitor P
Controller Execution Process Device
Replication Tasking State Restart/Shutdown L
Through
Removable Native API Point & Tag Manipulate I/0
Media Identification Image L
CrrintinQ




Tactics = Columns

Left to right

Represent potential

phases of attack

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion  Credential Dis
Development Escalation Access
10 technigues 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 43 techniques 17 technigues 32 tec
Active Scanning (3) Acquire Access Content Injection Cloud Account Abuse Abuse Elevation Adversary-in- nﬁ\ccaun'
Administration Manipulation ()| ¥ Elevation Control Mechanism () |l the-Middle (3
Gather Victim Host Acquire Drive-by Command Control Applicatio
Information (4 Infrastructure (g)| Compromise BITS Jobs Mechanism (g Access Token Brute Force (4) | Discovery
Command and Manipulation (s
Gather Victim Identity | Compromise Exploit Public- Scripting Boot or Logon Access Token Credentials Browser Ir
Information (3) Accounts 3 Facing Interpreter (1p) Autostart Manipulation s)| BITS Jobs from Discovery
- Application Execution (14) Password
Gather Victim Compromise Container Account Build Image on Host Stores () Cloud Infrz
Network Infrastructure (g)| External Remote = Administration Boot or Logon Manipulation () - Discovery
Information () Services Command Initialization Debugger Evasion Exploitation for
Develop Scripts (s) Boot or Logon Credential Cloud Ser
Gather Victim Org Capabilities (4) | Hardware Deploy Container Autostart Deobfuscate/Decode Access
Information (4 Additions Browser Execution 14y | Files or Information Cloud Sen
Establish Exploitation for Extensions Forced
Phishing for Accounts (3 n Phishing (4 Client Execution Boot or Logon | Deploy Container Authentication  Cloud Stor
Information () Compromise Initialization Discovery
Obtain Replication Inter-Process Host Software Scripts (s Direct Volume Access Forge Web
Search Closed Capabilities (7 | Through Communication (3| Binary Credentials 3) | Container
Sources (g Removable Media - Create or Domain or Tenant Discovery
Stage Native API Create Modify System Policy Modification () Input
Search Open Capabilities (g) I Supply Chain Account (3) Process (s Capture (4 Debugger
Technical Compromise (3| Scheduled Execution
Databases (5 ITask;“JDb (5) Create or Domain or Guardrails (1) Modify Device Driy
Trusted Modify System Tenant Policy Authentication
Search Open Relationship Serverless Execution [l Process (s Modification ) | Exploitation for Defense Process ) Domain Tr
Websites/Domains (3) Evasion
Valid Shared Modules Event Triggered | Escape to Host Multi-Factor File and Di
Search Victim-Owned I Accounts (4 Execution (1¢) File and Directory Authentication  Discovery
Websites Software Event Triggered |§l] Permissions Interception
Deployment Tools Extemal Remote nExecution (16) Modification (3 Group Poli
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Initial access - Credential
ACCESS

Y Privil;

Execution p 1Y 1ge
escalation

Y

Persistence - DEfﬂ.ﬂEE
evasion

C'ompromise FEzxplore Ezxploit Impact
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Privilege
Escalation

(€)

Execution

(C)
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Credential
Access

(C)

Collection
(ET)

L ateral

Movement
(EE)

Command
& Control
(ET)
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Collection
(ET)

Command
& Control
(ET)
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Lateral
Movement
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Command & Hioh
Control &
Lateral

Movement

Collection |

High
Low

Medium

High
High

High
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Adversary Tactical Goal

Tactics = “why”
Goal or Reason for performing an action
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Techniques = Row items

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion  Credential Dis
Development Escalation Access
10 technigues 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 43 techniques 17 technigues 32 tec
Active Scanning (3) Acquire Access Content Injection Cloud IACCDunt Abuse Abuse Elevation Adversary-in- nﬁ\ccaun'
Administration Manipulation ()| ¥ Elevation Control Mechanism () |l the-Middle (3
Gather Victim Host Acquire Drive-by Command Control Applicatio
Information (4 Infrastructure (g)| Compromise BITS Jobs Mechanism (g Access Token Brute Force (4) | Discovery
Command and Manipulation (s
Gather Victim Identity | Compromise Exploit Public- Scripting Boot or Logon Access Token Credentials Browser Ir
Information (3) Accounts 3 Facing Interpreter (1p) Autostart Manipulation s)| BITS Jobs from Discovery
- Application Execution (14) Password
Gather Victim Compromise Container Account Build Image on Host Stores () Cloud Infrz
Network Infrastructure (g)| External Remote = Administration Boot or Logon Manipulation () - Discovery
Information () Services Command Initialization Debugger Evasion Exploitation for
Develop Scripts (s) Boot or Logon Credential Cloud Ser
Gather Victim Org Capabilities (4) | Hardware Deploy Container Autostart Deobfuscate/Decode Access
Information (4 Additions Browser Execution 14y | Files or Information Cloud Sen
Establish Exploitation for Extensions Forced
Phishing for Accounts (3 n Phishing (4 Client Execution Boot or Logon | Deploy Container Authentication  Cloud Stor
Information () Compromise Initialization Discovery
Obtain Replication Inter-Process Host Software Scripts (s Direct Volume Access Forge Web
Search Closed Capabilities (7 | Through Communication (3| Binary Credentials 3) | Container
Sources (g Removable Media - Create or Domain or Tenant Discovery
Stage Native API Create Modify System Policy Modification () Input
Search Open Capabilities (g) I Supply Chain Account (3) Process (s Capture (4 Debugger
Technical Compromise (3| Scheduled Execution
Databases (s) ITaskaDb (5) Create or Domain or Guardrails (1) Modify Device Dri
Trusted Modify System Tenant Policy Authentication
Search Open Relationship Serverless Execution [l Process (s Modification ) | Exploitation for Defense Process ) Domain Tr
Websites/Domains (3) Evasion
Valid Shared Modules Event Triggered | Escape to Host Multi-Factor File and Di
Search Victim-Owned I Accounts (4 Execution (1¢) File and Directory Authentication  Discovery
Websites Software Event Triggered |§l] Permissions Interception
Deployment Tools E:-ctemal Remote nExecution (16) Modification (3 Group Poli
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Adversary Techniques

Techniques = “how”

Actions, Methods employed to accomplish
goals

Classified by tactics
Sub-techniques, more detailed
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Sub-Techniques = More
detailed

'O

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion  Credential Dis
Development Escalation Access
10 technigues 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 43 techniques 17 technigues 32 tec
Active Scanning (3) cquire Access Content Injection Cloud Account Abuse Abuse Elevation Adversary-in- nACCGunt
Administration Manipulation ()| i Elevation Control Mechanism () |l the-Middle (3
Gather Victim Host Acquire Drive-by Command Control Applicatior
Information (4 Infrastructure (g)| Compromise BITS Jobs Mechanism (g Access Token Brute Force (4 | Discovery
Command and Manipulation (s
Gather Victim Identity | Compromise Exploit Public- Scripting Boot or Logon Access Token Credentials Browser In
Information (3) Accounts (3) Facing Interpreter (1p) Autostart Manipulation s)| BITS Jobs from Discovery
Application Execution (14) Password
Gather Victim Compromise Container Account Build Image on Host Stores (g) Cloud Infra
Network Infrastructure (g)| External Remote = Administration Boot or Logon Manipulation () Discovery
Information () Services Command Initialization Debugger Evasion Exploitation for
Develop Scripts (5 Boot or Logon Credential Cloud Serv
Gather Victim Org Capabilities (4) | Hardware Deploy Container Autostart Deobfuscate/Decode Access
Information (4 Additions Browser Execution 14y | Files or Information Cloud Serv
Establish Exploitation for Extensions Forced
Phishing for Accounts (3) n Phishing (4 Client Execution Boot or Logon | Deploy Container Authentication  Cloud Stor:
Information () Compromise Initialization Discovery
Obtain Replication Inter-Process Host Software Scripts (s Direct Volume Access Forge Web
Search Closed Capabilities (7 | Through Communication (3| Binary Credentials 3) | Container :
Sources (g Removable Media Create or Domain or Tenant Discovery
Stage Native API Create Modify System Policy Modification () Input
Search Open Capabilities (g) Supply Chain Account (3) Process (s) Capture (4 Debugger |
Technical Compromise (3)|§# Scheduled Execution
Databases (5 Task/Job (s Create or Domain or Guardrails (1) Modify Device Dri
Trusted Modify System Tenant Policy Authentication
Search Open Relationship Serverless Execution [l Process (s Modification ) | Exploitation for Defense Process ) Domain Tr
Websites/Domains (3) Evasion
Valid Shared Modules Event Triggered | Escape to Host Multi-Factor File and Dir
Search Victim-Owned I Accounts (4 Execution (1¢) File and Directory Authentication | Discovery
Websites Software Event Triggered |§l] Permissions Interception
Deployment Tools Extemal Remote nExecution (16) Modification () Group Poli



Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Commandand  Exfiltration Impact

Development Escalation Access Movement Control
10 techniques 8techniques 10 techniques 14 techniques 20 techniques 14 techniques 43 techniques 17 techniques 32 techniques 9 techniques 17 techniques 17 techniques 9 techniques 14 techniques
P rO ‘ e d l I re S Active Scanning (3 [} Acquire Access Cloud Account M (Abuse Elevation Abuse Elevation W |Adversaryin M |Account Discovery .y EY  Exploitation of |Adversary-n M Application Automated | Account Access
Injection Administration Manipulation Control [l |Control Mechanism s the-Middie /4 Remote {the-Middle ;4 Layer [} |Exfiltration Remova
Gather Victim Host - »quire Command — Mechanism e Application Window Services - Protocol 4 —_—
Information 4 infrastructy ) Orive-by BITS Jobs Access Token it Brute Force .y, I Discovery |Archive Data Transfer Data Destruction
Compromise Command and Access Token ' Manspulation (5, ! Internal {Collected il Communication Size Limits
Gather Victim |dentity N Compromise Scripting Boot or Logon Manipulation (s Credentials Browser Information pearphishing fD".: G Through Data Encrypted for
Infarmation ACCOUMS Exploit Publie t Altastart - BITS Jobs from Password il Discovery ' Remaovable Exfiltration mpact
Facing Execution rya Account o Stores Lateral Too udio Caplure Media Over 1
Gather Victim Compromise Application Manipulation Build Image on Host Cloud Infrastructure Transfer {Allernative |Cata
Network dl Infrastructure ;; Admi Boot or Logan Exploitation for Discovery ‘ Autormated Content Protocol ; (Manipulation ()
[ H Information i, External Cor Irbtialization Boot or Logon Debugger Evasion Credential Remole Collection Injection -
sequence Of ma"Clous act'ons Develop Remote Scripts (5 Autostart n Access Cloud Service |Service Exfiltration |Defacement ¢y
Gather Victim Org A |Cap shilities oy Servicss Deploy § Execution 4 Deobfuscate/Decede Dashboard [Sesslon Browser Over C2 [ ——
Latera| movement Information (g Browser Files or Information Forced |Hijacking Session : ; Channel Disk Wipe 15,
Establish Hardware Exploite Extenslons Beot or Logon Authentication Cloud Service o Hifacking —————— F
° Phishing for | | Accounts Acditions Client Exdcution Initiakization il Deplay Container Discovery Data Exfiltration |Endpeint Deniai of
Same teChn'q ue can be used to Information /4 Compromise Scnpts 15 Forge Web Chpboard Data Obfuscation 3 Over Other | Service (1
Obtain Phishing (4 n Inter-Procdss Client Software Direct Volume Access Credentials ; Cloud Storage Object : Network ‘
° . ° Search Closed Capabilities ¢y .’)rmn‘un%t-zn 5 Create or — Discovery Replicgtion Data from Dynamic Medium ¢y Financial Theft
aCh'eve mu‘t‘ ple tact'cs Sources 3 T Replication Modify System H |Domain Policy Input hrough Cloud Storage Resolution 3
Stage Through Native AP Process 4 Modification capture .4 Container and Remoygabl i pe—— Exfiitration Frmware
Multi le techni ues can be Search Open Capahilities (¢ Removable Resource Discovery Mediz |Data from Encrypted Over Physical Carrupticn
p q Technical 1 - Media Scheduled Domain Policy W |Execution Gua drails 1y, Modify |Configuration Channe! ¢, Medium gy
- ° Databases 5 Task/Job s, Create or Modification . Authentication Debugger Evasion Softy 0 nhibit System
used to ac"“eve one tachc Medify System Exploitation for Process _ * Exdfiltration Recovery
Search Open " Serverless Process () Escape to Host Defense Evasion Device Driver Discovery Toe {Datz from Channels Over \Web e
Nebsites/Domains 3 Execution Multl-Factor |Information service (4 [Network Denlal of
- lrusted Event Tnggered Event Triggered I File and Directory Authentication Domain Trust Repositones (5 Ingress Tool : |Service I
Search Victim-Owned Relationship Shared Moduled Execution ¢ Execution (g Permissions Interception Discovery —_—— Transler Scheduled ‘ —
Websites Modification ata from Transfer Resource
Vahd Software External Remote Exploitation for Multi-Factor File and Directory ycal System Multi-Stage Hijacking
Accounts 4 Deployment Tool Services Privilege Hide Artifacts .11 Authentication Discovery Chagnels Transfer Data
Escalation Request to Cloud Serviee Stop
System Services Hijack Hijack Execution Generation Group Policy Disct Neywork Shared Nof-Application Account
— — Execution Hijack low 2 yer Protocol System
User Execution ¢ Flow (13 Execution Network Log Enumeration Shutdown,/Reboot
Flow (15 Impaw Defenses 1y, Sniffing Non-Standérd
Windows Implant Internal : Network Service Port
Management Image Process Impersonation OS Credential Discovery
TACT' CS Instrumentation Injection (12 Protocol
1 Medify N— Indicator Removal (¢ I Network Share Tunneiing
| Authentication Scheduled Discovery
Process (s Task/Job (5 Indirect Command Proxy (4 I
Execution Network Saiffing |Collection (4
Dffice Remote Access
Application ord Policy Software
b1arup {Capture 4
} Traffic

Process Screen Capture Signaling (3

Steal or Forge
Kerberos
Tickels

Modify Cloud Compute
Infrastruciure .

Video Capture Web Service

K1)

Valid
Accounts (4 Ma squ% Stez| or Forge
Authentication
biefify Authentication Certificates

Modify Registry Steal Web
Session Cookie

TECHNIQUES

t Saftware 'ur dify System
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FIGURE 1. MITRE ATT&CK matrix lay-out for Enterprise domain: tactics are organized by columns while techniques by rows.
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(The adversary is trying to gather information they can use to plan future operations. )

( The adversary is trying to establish resources they can use to support operations. )

( The adversary is trying to get into your network. )

(The adversary is trying to run malicious code. )

(The adversary is trying to maintain their foothold. J

( The adversary is trying to gain higher-level permissions. )

(The adversary is trying to avoid being detected. )

(The adversary is trying to steal account names and passwords. J

(The adversary is trying to figure out your environment. )

(The adversary is trying to move through your environment. J

(The adversary is trying to gather data of interest to their goal. )

(The adversary is trying to communicate with compromised systems to control them. J

[The adversary is trying to steal data.)

(The adversary is trying to manipulate, interrupt, or destroy your systems and data. J
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Potential targets for railway industry:
Signaling/switching
Dispatch
Locomotion
Ticketing
Data Collection
PTC
Utilities -
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Bayesian Networks
Intersection between statistics, graph theory, and
machine learning

Consist of
» aset of nodes, corresponding to variables
» aset of edges, indicating dependency
» a set of functions defined on the graph that
specify a probability distribution



Bayesian Networks

Intersection between statistics, graph theory, and
machine learning

 Data Gathering

* Probabilistic/Uncertainty
 What if-Scenarios
 Dynamic Bayesian Networks
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